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the session aims to highlight how digital 
technologies can work to both support - and 
to threaten - civil society and democracy. 
it will also introduce the ongoing effort 
to “reclaim” the internet by global human 
rights and digital rights communities, who are 
working to ensure that governments and tech 
companies enact and implement policies and 
practices that protect and respect internet 
users’ digital rights.

what do we mean by “digital rights”?  
this session aims to explain that digital rights 
are human rights, i.e. that the same human 
rights that apply offline, also apply online. 
the international human rights frameworks 
that form the foundation of what we mean 
by “digital rights”, as well as digital rights 
principles embraced by the online community 
such as equal access, the right to non-
discrimination, freedom of expression, access 
to information, data protection/privacy, 
security, and right to remedy, will also be 
explained.

the notion of digital rights may be to abstract 
to grasp at times, given that technology has 
so much influence on our everyday lives. 
most people are not aware of the complex 
processes behind social media algorithms, 
search engines, website cookies and trackers 
and so on. during this workshop, the 
participants will be able to learn more about 
the practical implications of digital rights and 
how to be more aware of the potential risks.
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the internet - although we don’t always look 
upon it as such - is a very physical thing. It 
needs computers, routers, cables, electricity 
and people to power and manage it so we 
can visit our desired online resource at a 
moments notice. this session will present 
the most important aspects of the internet 
infrastructure, such as internet exchange 
points, network nodes and interconnections, 
and how it affects the way we access our 
favorite websites.

digital platforms have grown to become giant 
centralised systems governing not only our 
personal data, but our beliefs, needs and 
interests to a larger extent. in that sense, 
we as users are not only the “raw resource” 
used for data and knowledge extraction - 
we are also laborers in these closed and 
non-transparent systems. The processes of 
collecting, storing and analysing as much 
information on humans as possible have 
a significant impact on numerous social 
processes, such as elections, protests or 
recently wars. this session aims to provide 
participants with a better insight into the 
impact of technology and what can be done to 
reduce the harms.

cryptoparties have been popular as gatherings 
of the internet community, no matter the 
technical skills of the participants. they are an 
interactive and fun way to install open source 
software, encrypt your communications and 
data and get more advice on how to maintain 
better digital hygiene. the participants will 
have the opportunity to try out new software 
and tools, ask questions and exchange their 
experience regarding best digital hygiene 
practices.
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data protection is one of the most important 
aspects of digital rights, especially since the 
GDPR was introduced. the sessions aim to 
review the landscape of international and 
regional (EU) legal frameworks protecting 
the right to privacy. we will explore attempts 
to harmonise privacy regulations across the 
EU with the GDPR and e-privacy directive, 
and how the european approach to privacy 
diverges radically from that of the U.S., 
where many global social media platforms are 
headquartered. 

personal data are the most important resource 
of the digital economy and the lifeblood of 
big tech companies, such as google, meta or 
microsoft among others. However, citizens 
as data subjects are not powerless - data 
protection law gives them numerous rights to 
have control over their data, such as access, 
deletion or portability, as well as the right 
to lodge a complaint with their country’s 
data protection authority. during this session 
the participants will learn the importance of 
exercising their personal data rights and how 
use these mechanisms in practice. 

good campaigns and causes require a lot of 
work, not just to promote the idea but also to 
mobilise your community and other affected 
social groups as much as possible. the aim of 
the workshop is to explain what are the key 
elements of a successful advocacy effort 
or a campaign, how to best use and manage 
resources and have a social impact beyond 
just the closest community members.
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digital platforms today have immense power 
to shape content, news, and information 
we see and share online. this session will 
explain how platforms have developed 
and deployed different types of automated 
systems/ai to help police a immense amounts 
of user-generated content that violates the 
law or that runs afoul of companies’ own 
policies. it is also important to note that 
these systems often mis-identify and remove 
legitimate content while failing to accurately 
or consistently spot harmful, abusive, or 
illegal content, in which case these materials 
continue to proliferate online.

from laws banning fake news to regulations 
requiring platforms to rapidly remove harmful 
content, governments all over the world 
are passing laws and regulations restricting 
what types of content can be viewed and 
shared online. this session will provide 
insight into the worrisome deterioration of 
online free expression norms and practices, 
as policymakers adapt to more authoritarian 
approaches to censorship and state actors 
grapple with ways to hold tech companies 
accountable for the proliferation of harmful 
content online.

the internet is filled with blogs, memes, videos 
and other forms of content which may not be 
illegal but can cause personal distress and 
social division, and in some cases have real-
life consequences. this session will provide 
more insight into what are the aspects of 
problematic online speech and how to avoid 
over-regulating matters related to user-
generated content posted to online platforms.
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over the years, civil society and advocacy 
groups have developed different tactics in 
terms of protection of digital rights. this 
session will provide more information on the 
approach of strategic litigation, i.e. initiating 
court processes in matters of strategic 
importance to defend and uphold digital 
rights and freedoms, as it has proven to be 
an effective way of holding both governments 
and the private sector accountable for their 
actions and violations of human rights. 

there is growing evidence that the use of 
digital technologies has the potential not 
only to reproduce but also to amplify existing 
forms of inequality and oppression, such as 
racism and discrimination. recently, several 
actors within the digital rights-field realised 
that this has been an ignored dynamic and  
a blind-spot in many digital rights debates. this 
session first sets the stage by investigating 
how the use of surveillance and other data-
driven technologies by governments increases 
inequality and contributes to discriminatory 
practises. discussing concrete cases of data-
driven targeting of migrants, roma and 
racialised communities, we will then discuss 
which strategies the digital rightsfield could 
adopt to address the disproportionate effects 
of data-driven technologies on marginalised 
communities and who are the important actors 
for strategic collaboration. 
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